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STAGE 1: ADVERSARIAL ATTACK

Maliciously Crafted Input Data (e.g., Noise,
Perturbations) Entering the Model
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Secure Encrypted Data Exchange and
Verification Between Client and Cloud
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SASCE IS AN [7] 7313 14 1 39T R P e A Rl S R 1 i

BERA .

Listing 1: LR AR AL i 8 45

def create_variant (master_state,

noise_level=0.05):

model = RobustCNN ()

new_

for

state = {}

k, v in master_state.items () :

# BRI INEFRUSHER

noise = torch.randn_like(v) =
noise_level * v.std()

new_statel[k] = v + noise

model.load_state_dict (new_state)

return model

522 4k I-FGSM 528

b Wi 28R A T e SCEr ik ) -FGSM
Hike 2 ERGRBEINF, ZHBWEE L H
ensemble_pgd_attack, iX &K A I-FGSM & %

FAR EFNT Lo 56329 % Ty PGD Hik.

N T R XHUEAR RS, FRATR T 4RI
TN . B F IR — A U S I ] A 2 2%
PR AURSEBANR : AR, TR S
RIS, RPBEEEATS , HAT 2 SR

et

Listing 2: £ [-FGSM 14 i 5231

def ensemble_pgd_attack (main_model,

surrogates,
# ...

for _

image, epsilon, ...):

(& At RA)

in range (num_iter) :

total_loss = 0

tBEAHEAEA T RS R X
Ensemble)

for net in attack_models:

output = net (perturbed_image.

unsqueeze (0) )
loss = F.nll_loss (output,
target)

total_loss += loss

avg_loss = total_loss / len(

attack_models)

(

# I-FGSM ® B 3 %

avg_loss.backward()

(Iterative

Update & Clip)

with torch.no_grad() :

# 1. WEHEFKFET (Sign)

grad = perturbed_image.grad.
sign()

#2. WHEF EFH (step)

perturbed_image =
perturbed_image - alpha x*
grad

# 3. # ¥ E epsilon 4F H (
Project/Clip)

eta = torch.clamp (
perturbed_image - image, -
epsilon, epsilon)

perturbed_image = torch.clamp (

image + eta, 0, 1)
perturbed_image.requires_grad

= True

return perturbed_image

SIS (F 4] I EVIN TR SRSt sh 5

BT M HUEA RS -

HHR—: False Claims @RS TR T

R BB

WitiE

&

K 4:
BEG, G0AESBRTIRS. 4558 B g
B #2hi%'S: (Confidence=0.17).

5.3

1 ===

SRR E A . A ds i sl i )

o/

BTRRN A, REHIE B ARN RS, BA 5 D ORI,

BIEIIE
o

A R, zk-SNARK 3D,

AR T IR S =R Y Sc-ZK 3 A AR

PHETTSAT 55 73 S LA 2t



531 orAi AN

Fe A1 il ThreadPoolExecutor Rl N

A AT TAE MR 55 A T S B A AT

server_compute_share PR, B A B A T

i PSS . A TR ST, FRATHR S
HER/MFEAT time.sleep.

Listing 3: 73Afi iR BN
class DistributedSumcheck:
def run_protocol (self):

# E P PSS WE L H

data = np.random.rand(self.
vector_size) .astype (np.float32
)

shares = np.array_split (data, self

.num_servers)

results = []
# ERLABEREN A AR
with ThreadPoolExecutor (
max_workers=self.num_servers)
as executor:
futures = []
for i in range(self.
num_servers) :
futures.append (executor.
submit (self.
server_compute_share,

il))

i, shares]|

... (BEER)

return results, true_sum

LI ER (18 S, 18 6] o, FiE RIS aedceE N
S, BTSRRI B2 T, HA T TR
Py, Bk T “se g TAE R BT AR

5.4 PIRANA ‘P gEE i it
RLHGE T s T CPU R BT S5, XL T
Naive PIR 5 PIRANA 7Eft & A&7 5 FRIPEREZE = -

541 PRI SR

FAE T Python 523 T PIRANA (4% EARE
e N TTEA TSR T B UE SIMD f ik Her

aaaaaaaaaaaaaaaaaaaaaaaa

524908 75 524908 69

HERES R

=16). FIkIRIE
KUk T PSS J7 HAE

Pl 52 AT SRS (Y
AT 16 DT HITT RGN A0
T 75 T 0 2R 2L

524429 94 524430 02 PASS

HERES

6: AR (N = 32). FIrRRIE R
AT 32 AT R ERER AT, HLAER B ) 12K
TR Y s AT I TR I AR

P, FRATTSR FH 2 A TR SRR [ 2 3 v B 2 SO VAT
By, 2 T RABENASL FHE E, AN £ T36
ke & ALY SIMD % KA ko Bkl w3k 4t

- s

09 AR Akt

542  SEmHYEREN

NT PAFESLMPERERRE , FRATHF R MR BRIR [A] 15
BfE, T AT HFEIRIA np . dot (A, B) RAH
IR 20 285 v 4 2 SO

JE measure_execution_time pRELH, FAT
A3 I BT 2 PEAL BRAT PIRANA (UG, X T PI-
RANA, FATBAUT SIMD fyftbAbFRFH M KF L A
WFT AL [L/slots| AU AT

Listing 4: PIRANA 52 i 4: A 5L i ) 1t
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def measure_execution_time (self,

num_queries_L) :

# 1. Wl & Naive F ¥k (&K MEH K)
# ... (F B Naive M & £ &)
# 2. W & PIRANA ¥ ¥ (SIMD %k 44)

start_pirana

time.perf_counter ()

num_batches math.ceil (num_qgqueries_L

/ self.slots)

# Ml Setup F 4

for _

(fn18 E A 4 )
in range(5):

self._heavy_simulated_op()

# E %L H AT Batch 4 HE
#l)

for _

(% SIMD A& L [}

in range (num_batches) :

self._heavy_simulated_op ()

t_pirana time.perf_counter ()
start_pirana

return t_naive, t_pirana

IBATER [ 71 W], PIRANA L T E K
PEREOLSS . AERDLP-ANEE L s s EJt, (R8T
O(1) HIPERH L I R

BHR=: PIRANA[EFAZEIS Labeled PSI

2 PSR IS HASRZEREL

1. SRR HEREMI
e

[

- —

Pel 7: PIRANA SCIN P BEREE I 3. e it B 37 5
T (L =28192), PIRANA FyHESFEM ARG HFA2, 1M
Naive Tk E LMK, I EE 1367,

[T
0.3273s

AN 5 e
0.0002 s

5.5 LPSI highfiefhi &

B T rERE B ME A AN, FATIEAE B R G
BT —ADUReHE R, T IER T PIRANA 7
LPSI #p3 A i 2] i Il 45 18

11

551 NsgstEd,

RPN AR BRI R RS A
i A 3P — A KR P AE PR B R (Key-
word=User_ID, Payload=Score), % A —Ht e
WA ID 3%, P2 Bing: &P im{Ee
PAFZER PG, HARG# TOE A Fm i
HARAR RIS

552 PhUGHRFED B

TSR simulate_lpsi R, FATEALT
“HlE R — A — GERITE e B AR -
B T BAIE GUI EUR I g P, JIRZ R OPRE A
AN B 2 AW R, (ARG A RS
T E R LT P IR I = A R B

L. & it OPRF 15 (L5 fH H A2 A5 -
2. M55 ds ATt i PIRANA 63 (SIMD 4bF) .
3. BRI RS IR SRR
RSB, JR 7 i LR AL 52
PG LN AL BSS

Listing 5: LPST %dls i 2 45 441
def simulate_lpsi(self, server_db_size
=1000, client_query_size=10):
# 1. AR A o B E
server_data = {f"User_ {1i}":

randint (300, 850)

(ID —> Score)

random.

for 1 in range(

server_db_size)}

# 2.

existing_keys

£RBEAEN (BEREEZEE)

random. sample (1list (

server_data.keys()),
client_query_size // 2)
[f"User_{9000+i}"
)]

existing_keys +

non_existing_keys

for i in range(..

client_queries

non_existing_keys

3. BB RAATER
[]

for g in client_qgueries:

results



if g in server_data:
# AR & ¥ : OPRF B4 E # #
B, %1 Payload

status

= "Intersection"
payload = str(server_datalq])
else:
F AERE W
= AR R AF

status

BEERAHENE

"MiSS"
payload = "N/A (Masked)"
results.append({"Query": g, "

Status": status, "Payload":
payload})

return pd.DataFrame (results)

SCHR AR (18 8] RERE R 2 AT B P RERS 1R
1o 5 SIS TS T AN D A i LY H A

2. LPSI MUAIT R

Pel 8: LPST tpisl AT o ZREF T R Ax M) ID FE A2 4E
W, &P S TR 2% Payload; 41 @ATRRANTEREE
1, Payload {15 IR .

P73 AT 7R 45 R BB AIE ] T PIRANA 224
MR EARENAIRIZ Y PIR JHESR A NE ,
i fEE I 4 OPRF JZ, V187 J& o4 W] JZ 1) LPSI
P, AN TITAE R IPRREZR 2 0[] R PR 22 360 2 AL

»
ISEA

6 5]

6.1 T {Eiss

AR I E F X0 AERLHAL 5T W E LB L
SO, R T B o R AL R
P

o BRI RS T BT SRR A RS R
FAAE AR Tl (10, P T 5 A2
SEPEUEIH IR 6 2

12

© BRI BT Sc-ZK AU (21, R Z Lt
JRR LB BN AR R, 850 ER

FIALE L, R AL OOM ) XU 73 2273
iaCEERE, SCBL T IR S AP ey g

o Fafhigoi: 42T PIRANA P [3], FfifH &
1135 SIMD HE RSB T X KA IR AR 2

SIS SV
ik,

6.2 Prik LRI R

RSB IR , (P8 ) Tl sy e
AR S PR

6.2.1 Peik—: WP IRSERLE R 4k

24 B 1 o A AL BTl S Rk, BRI IR 55
RS S PAT PR SUE R R 2o R B A S B . 8K
MAEPLSE B Proof-as-a-Service ¥ 51, EEAIIRSS2%
ATRE SO TSR (BN, R i A R A e ok
WALIGIE, SCEBER PSS WE).

firJi % SIALE IR MAC B3E. 2% Weng 4
ATE AntMan [21] Hi TAE, FRATATAURE—4> PSS
DY — MBS L I B IER .

HARTE, XF TR 2], MRS 4eiRaishdEdr
la-z] (Hi o B22)R%H) . E—RIESRE,
BRI o - Y = Y RARE R ER . X
PO YESCE IR > BB AETFEY GEFH 2x), RIAT
R AR T 2R A

6.2.2 Pehk ": FromA PG LR

TEMFI A, 26 it 5 2 00 5T RF PR IR 52
S8 w AT PSS o3 it ks N ARG 4. X —
A~ 70B SHUM R, % i Fg 2 b A% N x 140GB
PG . X TR AT 5 R AN T2 98
B, EEEIE T AT AT R

fR i g REAE MR SRR BUALRE . O TR HLX
— A, AR AR AT AR AN Ty 1) -

1. 3T PCG MyifBR AL B : A1) Dl BEATLAH ¢ 42
e, BT KIER T, MRS5S B AT A
PR AR K B BRI AT A5 5 2 B 2R



25%@#ME¢%%ZMQ%A%EWHHH]
2R, AENR 55 A% i i FPGA/GPU 464, AIH
FPGA [l 7K A5 M NTT F1 MSM 3%; /\A
T 8 72 ) 0 R B AR R . XK A
%@EE%%M%@E,%%Ngﬁﬁ%I%W
i .

LR EPTAR, M CGITHIR GE AL
7 U ] RERY KA SR B AR R T ) o T 5

AR FRPUE S R REAR, JATNH
BEAIE . xRk ALBERIBEIESR AL T B
PSR

7 i

AINA S A 7 BACRS 2 7E Github FFE, 7F
L8 DN S5 B AT A ] Streamlit 2% List-
ing6 IZAT AL Ya s S I 1 bE A AT O L -

E TRy EG A, ??Amﬂwo
SN T R € AARTT VA R T AL SR ey R OL, X
R BV 2R RARTY Fo b e AR 04 1% 45
AR 4 LA T RE MR E ), %
HAEHE ) e KM K e AL LR,

BT S

pip install -r requirements.txt

Listing 6:

python -m streamlit run demo.py
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